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Preface

Intended Audience

This document is intended for:

® Network engineers

® Technical support and servicing engineers
® Network administrators

Technical Support

® Official website of Ruijie Reyee: https://www.ruijienetworks.com/products/reyee

® Technical Support Website: https://ruijienetworks.com/support

® Case Portal: https://caseportal.ruijienetworks.com

® Community: https://community.ruijienetworks.com

® Technical Support Email: service_ri@ruijienetworks.com

Conventions
1. GUI Symbols

Interface symbol Description Example

1. Button names )
1. Click OK.

2. Window names, tab name, field name ) )
Boldface ) 2. Select Config Wizard.
and menu items
] 3. Click the Download File link.
3. Link

> Multi-level menus items Choose System > Time.

2. Signs
The signs used in this document are described as follows:

€ Danger
An alert that calls attention to safety operation instructions that if not understood or followed when operating

the device can result in physical injury.

© warning
An alert that calls attention to important rules and information that if not understood or followed can result in

data loss or equipment damage.

A\ Caution

An alert that calls attention to essential information that if not understood or followed can result in function

failure or performance degradation.



https://www.ruijienetworks.com/products/reyee
https://ruijienetworks.com/support
https://caseportal.ruijienetworks.com/
https://community.ruijienetworks.com/
mailto:service_rj@ruijienetworks.com

O Note

An alert that contains additional or supplementary information that if not understood or followed will not lead to

serious consequences.

4 Specification
An alert that contains a description of product or version support.

Note
This manual introduces the features of the product and offers guidance on configuration and testing.
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User Manual Authorization Service Overview

1 Authorization Service Overview

After purchasing a device, you can use the basic functions of the device. To use value-added functions or expand
device resources due to service expansion, you can purchase the corresponding function or resource licenses.
License-based authorization can effectively lower costs. You can import licenses based on actual needs to obtain
custom functions.

License Description

Performance expansion license for the RG-WALL 1600-23200-S cloud-
managed firewall: One license provides expansion of 1 Gbps network

RG-WALL 1600-Z3200-S-1G-LIC ) )
throughput. For each device, up to two licenses can be added to

achieve 3 Gbps network throughput.

Four-in-one license for the firewall: One license provides one-year
RG-WALL 1600-Z3200-S-LIS-M-1Y | upgrade services for intrusion prevention (IPS), antivirus (AV), app
identification (APP), and URL signature libraries.

Five-in-one license for the firewall: One license provides one-year
RG-WALL 1600-Z3200-S-LIS-E-1Y | upgrade services for IPS, AV, APP, and URL signature libraries and one-
year threat intelligence services.

2 Ruijie Secure Cloud Platform

2.1 Overview

As the supporting platform for the Z-S series firewall, Ruijie Secure Cloud Platform provides the following
functions: license activation, license change, version upgrade, patch installation, and security signature library
upgrade.

2.2 Operations on Ruijie Secure Cloud Platform

2.2.1 User Registration and Login

(1) Register a user.

© Note

When registering a user, you need to bind the user to a device SN. Ensure that the device SN exists in the order

system (that is, the device has been properly delivered).

a Enter https://secloud1.ruijie.com.cn in the browser and press Enter.

b  Click Register to access the registration page.


https://secloud1.ruijie.com.cn/
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¢ Enter the required user information to complete registration.

Tips

Secure Cloud Platform account is used for device license activation, license change, and other
operations. One account can be bound to multiple devices and must be kept confidential. If
device management personnel change, the account and password must be transferred
accordingly .

Register
* Country or region Country or region
* Time Zone Time Zone
* Email Address g5 Address
“Password  Eper the password. °
* Verification Code  iefification Code Send Code

| have read and agree to Terms and ConditionsandPrivacy Policy.

(2) Log in to the platform.

Visit https://secloudl.ruijie.com.cn to access the login page.

Click Login on the home page.

Ruijie scp

Welcome to Ruijie Security Cloud Platform!

Ruijle Security Cloud provides you with services such as feature library upgrade, device version upgrade, device authorization activation and authorization-related information
query for Ruljle security products.

e

Q) License Activation Q) Validity Period Query

R

&) Authorization Status Query

ha P th the

library version of
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Ruijie Secure Cloud Platform

Ruy"'i'é Secure Cloud Platform

Account login

| have read and agree to

Forgot password? | Sign up

(3) Modify personal information.

a

Change the password.

Click the login username in the upper right corner of the page and select Personal Center from the drop-

down list box. Click Revise to change the login password of the current user.

Ruijie scp

P

me

My account

Personal Information

@ Account : 1°@qq.com &

b

Password

Regularly change to a high-strength password to protect the account

Email

Terms and Conditions And Privacy Policy

l Privacy Policy

Modify the email address.

Click the login username in the upper right corner of the page and select Personal Center from the drop-
down list box to view the bound email address. Click Revise to modify the email address bound to the current

user.
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Ruifiesce & Home

Ruijie Secure Cloud Platform

My account

Personal Information

e Account : 1@qq.com &

Password

Reqularly change to a high-strength password to protect the account

Email

Email: 1°@qq com ®

Terms and Conditions And Privacy Policy

g

Privacy Policy

Release Time 2023

9-08 00:00:00 Friday

2.2.2 App ldentification Signature Library Upgrade

Prerequisites

The App Identification (APP) license has been activated for the firewall and the license is within the validity

period.
Procedure

® Offline upgrade

(1) Download a version file for the app identification signature library.

a Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management

menu.

b Choose Version Management > Signature Library Version > App Identification Signature Library,

find the applicable version, and click Download in the Operation column to download the version file to

the local device.

Ruijie scp

Signature Library Ve_..  ~

Product Type

Behavior Analysis Signat No.
Intrusion Prevention Sign. 1
Virus Protection Signatur 2

Virus Protection Signatur

3
URL Signature Library
4
‘Threat Intelligence Signat
5
Software Version Ma... v
6
7
8
9

File Name

app_signature zip

app_signature zip

app_signature zip

app_signature zip

app_signature zip

app_signature zip

app_signature zip

app_signature zip

app_signature zip

app_signature zip

Model

Version Number

20231222.1615

20231221.1601

20231118.1428

20231110.1660

20231103.1103

20231012.1011

202306111649

202309131719

20230912.1053

20230612.1213

Software Version  all

Version Description

20231222.1615

20231221.1601

20231118.1428

20231110.1660

20231103.1103

20231012.1011

202306111649

20230913.1719

20230912.1053

20230612.1213

Model

Universal

Universal

Universal

Universal

Universal

Universal

Universal

Universal

Universal

Universal

Version Number

Software Version

Universal

Universal

Universal

Universal

Universal

Universal

Universal

Universal

Universal

Universal

releaseTime

2023-12-22

20231219

20231117

20234113

2023-11-03

2023-10-12

2023-09-21

2023-09-42

2023-09-11

2023-08-24

File Size (MB)

0.69MB

0.69MB

0.91MB

0.67MB

1.10MB

0.67MB

051MB

0.57MB

0.57MB

051MB

MD5

4d9Bddcedef2d3

b3055177e9fbfdd.

404cBec08303

8432dadd2bfeds.

5e9aealdbSezTe

2b9d3a893a 157+,

7025ac55357645.

ac590bd0b7chef.

1a2bc3792b3ed3.

dalb2cTi%e3927

Operation

(2) After the version file is downloaded, choose System > Signature Library Upgrade on the firewall web Ul to

upgrade the app identification signature library in offline mode (local upgrade).
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1 Signature Library Upgrade

Enable Auto Upgrade

He Minat
B Virus P brary (C L] i ] b
Signature Library Type
L
Upgrade al signature lbearies onfine simultanecusly
App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Libeary (Quick Scan)

‘ Local Upgrade systemversionRollback Local Upgrade
' Prevention Signature L Add heat Intell ture L

Local Upgrade systomversionRoliback

® Online upgrade

U Note

® The firewall must be connected to the Internet.

® When the current version information about the app identification signature library of the firewall exists on
Ruijie Secure Cloud Platform and a new version is available, online upgrade of the app identification
signature library can be performed on the firewall web UI.

On the firewall web Ul, choose System > Signature Library Upgrade. On the page that is displayed, find App

Identification Signature Library, and upgrade the app identification signature library in online mode.

1 Signature Library Upgrade

Enable Auto Upgrade

App Identification Signature Library Vieus Pretectian Signature Library (Deep Sean Virus Protection Signature Lineary (Quick Scan)

D e T

Local Upgrade systemversionRoliback

2.2.3 IPS Signature Library Upgrade

Prerequisites

Signature Library ISP Address Library

Local Upgrade

Threat Intelligence Signature Litrary

Local Upgrade i
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The Intrusion Prevention (IPS) license has been activated for the firewall and the license is within the validity
period.

Procedure
® Offline upgrade
(1) Download a version file for the IPS signature library.

a Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management

menu.

b Choose Version Management > Signature Library Version > Intrusion Prevention Signature
Library, find the applicable version, and click Download in the Operation column to download the

version file to the local device.

Ruifie scp

Signature Library V...~

Product Type Model Software Version  al Version Numb
p i
Ho. Vers Version Descript Model Software Version File Size (MB) W5 Operation
1 2 aqe 122M8
2 ips_tul_sign V20291229 14162p 202312291416 @ upgrade package Universal 5 20231229 122M8
ps_tul_sign V20291219 15022 20231219 150 pgrade package Universal s 20231219 121MB
URL Sinaure L
[ 22311212 1655 Universal RS 20231212 120M8
Threst Intekigencs Sgnst
ipa_ful 0516202 20231205 1621 202312405 1198
Software Vorsion Ma .
The upgrade package . Universal =5 20231128 1.18MB
The upgrada package. . Universal 116MB
The upgrade package. . Unversa 1.15MB
] ips_full_sign v202310311507.2p 202310311507 @ upgrada package. . Universal NGFW_NTOS 1 20231031 114M8
1 sl 20231024 1404 7p 20231024 1404 P Kage X 20231024 113M8 480dfcA210a83b

(2) After the version file is downloaded, choose System > Signature Library Upgrade on the firewall web Ul to

upgrade the IPS signature library in offline mode (local upgrade).

1 Signature Library Upgrade

Enable Auto Upgrade

Local Upgrade

ISP Address Library Threat Intelligence Sig

| Local Upgrade system.versionRollbsck Local Upgrade a

® Online upgrade

O Note

® The firewall must be connected to the Internet.
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® When the current version information about the signature library of the firewall exists on Ruijie Secure
Cloud Platform and a new version is available, online upgrade of the IPS signature library can be performed
on the firewall web Ul.

On the firewall web Ul, choose System > Signature Library Upgrade. On the page that is displayed, find
Intrusion Prevention Signature Library, and upgrade the IPS signature library in online mode.

Signature Library Type

(Upgrade all signature libraries online simultaneously)

App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Scan)

Qw

202303000218

rsionUnable to obtain the latest version Late ion:Unable to obtain the latest version.

Version State: Version State:-

Activation State: Activated

Local Upgrade system.versionRollback Local Upgrade
Intrusion Prevention Signature Library ISP Address Library Threat Intelligence Signature Library

7l

Current Version:2023(

Current

0313 11:53:03

fon:Unable to obtain the latest version ion:Unable to obtain the latest version.

Version State:-

Activation Stateiactivated Activation State:Expire:

: Local Upgrade system.versionRollback Local Upgrade

2.2.4 Virus Protection Signature Library (Quick Scan) Upgrade

Prerequisites

The Antivirus (AV) license has been activated for the firewall and the license is within the validity period.
Procedure

® Offline upgrade

(1) Download the version file for the virus protection signature library (quick scan).

a Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management

menu.

b Choose Version Management > Signature Library Version > Virus Protection Signature Library
(Quick Scan), find the applicable version, and click Download in the Operation column to download

the version file to the local device.

Ruijie scp

Signature Libeary Vo ~

Product Type Madel Soft

No. File Name Version Number Version Description Model Software Version refeaseTime File Size (MB) MD5 Operation
@Dhash_20240112 0403_full_sigziy 20240112 0403 hash_20240112.0403 8620 28650 Unbrerss 024-01-12 76.35M8 82e16841b4c0d8 "
] full_sig zi 4 0318 hash_20240112.031 0 Univers: 4-01-1. 98 508144948653,

Software Version Ma...

@Dhash_20240110 1440_full_sig zi 20240110.1440 hash_20240110.1440 232005 Universai 2024-01-10 a.11mB bafdad2e9335
@D hssh_20240110.1003 full_sig:zy 20240110.1003 hash_20240110.1003.. 862028680 Universs 0240110 76 45MB8 Be749203a7ed2N
@Dhash_ 20240110 0234_full_sig ziy 20240110 0234 hash_20240110 0234 232008 Universa 20240110 9.10M8 29267 WiBdc3
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(2) After the version file is downloaded, choose System > Signature Library Upgrade on the firewall web Ul,
find Virus Protection Signature Library (Quick Scan), and click Local Upgrade to perform offline upgrade.

Signature Library Type

(Upgrade all signature libraries enline simultancously)

App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Scan)

Current Version20230309.0218

grade Time:-

inable to obtain the latest version.

in the latest version Lats

Version State:-

tection signature library for deep sca Activation State:Activated

Local Upgrade system.versionRollback B Local Upgrade

Activation StateActivated

Threat Intelligence Signature Library

Intrusion Prevention Signature Library

Current Version20230308.1608

grade Time:-

he latest version Late able to obtain the latest version.
Version State: Version State--
Activation State:Activated Activation StateExpired
Local Upgrade system.versionRollback Loeal Upgrade

Online upgrade

Note

The firewall must be connected to the Internet.

When the current version information about the signature library of the firewall exists on Ruijie Secure
Cloud Platform and a new version is available, online upgrade of the virus protection signature library (quick
scan) can be performed on the firewall web Ul.

..e_.

On the firewall web Ul, choose System > Signature Library Upgrade. On the page that is displayed, find Virus

Protection Signature Library (Quick Scan), and click Online Upgrade to perform online upgrade.

1 Signature Library Upgrade

Enable Auto Upgrade

ature L D a ] F a [ Uk L ] t e
App wcewhcam::;xw Library Virus Protection Signature Library (Deep Scan| I Virus Protection Signature Library (Quick Scan) ]
e

2.2.5 Virus Protection Signature Library (Deep Scan) Upgrade

Prerequisites

The Antivirus (AV) license has been activated for the firewall and the license is within the validity period.



User Manual

Procedure

® Offline upgrade

Ruijie Secure Cloud Platform

(1) Download the version file for the virus protection signature library (deep scan).

a

menu.

Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management

Choose Version Management > Signature Library Version > Virus Protection Signature Library

(Deep Scan), find the applicable version, and click Download in the Operation column to download the

version file to the local device.

Ruije scp

Signature Library Ve~

Product Type Madel Soltwars Version v
M File N Version Humb Vi Model Soltware Viersion
1 @D s 20240112 1119 _ll_sigzip 20240112119 " 520,786

@D sck 20240112 1051_full_sigzip 20240112 105 - , 200.
sdk_20240111.2220 202401 dk_20240 620,2
sdk_2024011.2234_full 4011 223 dk_20 2005
@sdh_20240111.1000_full_sig.zip 202401111000 sck_2024011 i 2005
5 @sdk_20240119.0945_full sigzip 20240111 0945 oral
@sdk_20240110 2142_ful_sig ersal
@sck 20240110 2109_ful_s
@Dsck_20240110.0928 full_sigzip 202401100928
1 @sck_20240110.0822 full sigzip  20240110.0822 sck_20240110.0822 f

(2) After the version file is downloaded, choose System > Signature Library Upgrade on the firewall web Ul,
find Virus Protection Signature Library (Deep Scan), and click Local Upgrade to perform offline upgrade.

Signature Library Type

(Upgrade all signature libraries online simultaneously)

App Identification Signature Library

Time:

able to obtain the latest version.

Local upgrade [l systemversionRoliback ‘ :
Intrusion Prevention Signature Library ISP Address Library

02212021008

03-13 115303

able to obtain the latest version

Local Upgrade system.versionRollback Local Upgrade

® Online upgrade

Virus Protection Signature Library (Deep Scan)

Virus Protection Signature Library (Quick Sean)

r5ion20230308.0218
de Time:-

siomUnable to obtain the latest version.

Local Upgrade

Threat Intelligence Signature Library

Version State:-

Activation State:Expired

& Note
® The firewall must be connected to the Internet.
)

When the current version information about the signature library of the firewall exists on Ruijie Secure

Cloud Platform and a new version is available, online upgrade of the virus protection signature library (deep

scan) can be performed on the firewall web Ul.

On the firewall web Ul, choose System > Signature Library Upgrade. On the page that is displayed, find Virus

Protection Signature Library (Deep Scan), and click Online Upgrade to perform online upgrade.
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Signature Library Type

(Upgrade all signature libraries online simultaneously,)

App Identification Signature Library Virus Protection Signature Library (Deep Scan)
Current Version:20230217.1245 Current Version:-

Last Upgrade Time:- Last Upgrade Time:-

Latest Version:Unable to obtain the latest version Latest Version:Unable to obtain the latest version.
Version State:- Version State:

Activation State:A

Local Upgrade system.versionRollback

2.2.6 URL Signature Library Upgrade

Prerequisites

The URL filtering license has been activated for the firewall and the license is within the validity period.
Procedure

® Offline upgrade

(1) Download the version file for the URL signature library.

a Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management

menu.

b Choose Version Management > Signature Library Version > URL Signature Library, find the
applicable version, and click Download in the Operation column to download the version file to the local

device.

Ruijie scp

Signature Libeary Ve~
Product Type Model Software Version & Version Number auary [T

Bahavior Analysis Signat No. Fila Name Version Humber Version Description Modsl Software Version  releaseTime File Size (MB) WD5 Operation

Ieirusion Preveetion Sign. @Du_db_|_ull 202401020843 zip  20240102.0943 20240102.0343 232005 Universal 2024-01402 7.49M8

e . H @ ur_do_i il 20231107.1551.0p  20231107.1551 20231107.1551 Z3200S niversal 20231107 74908

URL Signature Library

Threat Inteigence Signat

Software Version Ma .+

(2) After the version file is downloaded, choose System > Signature Library Upgrade on the firewall web Ul,

find URL Signature Library, and click Local Upgrade to perform offline upgrade.

10
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Signature Library Type

(Upgrade all signature libraries onling simu ltansoushy)

nature Library (Quick Scan)

Local Upgrade Roling back Local Upgrade Local Upgrade

URL Signature Library

® Online upgrade

© nNote
® The firewall must be connected to the Internet.
® When the current version information about the signature library of the firewall exists on Ruijie Secure

Cloud Platform and a new version is available, online upgrade of the URL signature library can be
performed on the firewall web Ul.

On the firewall web Ul, choose System > Signature Library Upgrade. On the page that is displayed, find URL
Signature Library, and click Online Upgrade to perform online upgrade.

Signature Library Type

(Upgrade all signature libraries anline simultansously)

App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Scan)

2191034

Local Upgrade Rolling back Local Upgrade Local Upgrade
Intrusion Prevention Signature Library 15P Address Library

Threat Intelligence Signature Library

2190716

Local Upgrade Local Upgrade

D =

2.2.7 Threat Intelligence Library Upgrade

Prerequisites

The Threat Intelligence (TI) license has been activated for the firewall and the license is within the validity period.

11
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Procedure
® Offline upgrade
(1) Download a version file for the threat intelligence library.

a Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management

menu.

b Choose Version Management > Signature Library Version > Threat Intelligence Signature Library,

find the applicable version, and click Download in the Operation column to download the version file to

the local device.

Fill Size MB) M5 Operation

Softwars Version Ma.. ~

(2) After the version file is downloaded, choose System > Signature Library Upgrade on the firewall web Ul,
find Threat Intelligence Signature Library, and click Local Upgrade to upload the version file for the
upgrade.

I Signature Library Upgrade

Enable Auto Upgrade

Signature Library Type

App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Scan)

e [ |

v Lt [ ot | E

® Online upgrade

O Note

® The firewall must be connected to the Internet.

12
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® When the current version information about the signature library of the firewall exists on Ruijie Secure
Cloud Platform and a new version is available, online upgrade of the threat intelligence library can be
performed on the firewall web UI.

On the firewall web Ul, choose System > Signature Library Upgrade. On the page that is displayed, find

Threat Intelligence Signature Library, and click Online Upgrade to perform online upgrade.

1 Signature Library Upgrade

Enable Auto Upgrade

Signature Library Type
) sigature

e

[ e thre E

2.2.8 System Upgrade

® Offline upgrade
(1) Download a version file.
a Confirm that the current user possesses the permission on the Version Management menu.

b Log in to Ruijie Secure Cloud Platform. Choose Version Management > Software Version

Management > Version Info, find the applicable version, and click Download in the Operation column

to download the version file to the local device.

Product Type Miodel Software Version o Version Number = -
Sofwars Version Ma
i

releasaTime File Size (WB) D5 Modsl Softwars Version Hardware Version Operation

(2) After the version file is downloaded, choose System > System Maintenance > System Upgrade on the

firewall web Ul, upload the version file, and perform offline upgrade (local upgrade) of the device system.

13
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I System Upgrade

1.cn On the platform, access the Software Versi

You can perform an upgrade online o visit Ruijie Secure Cloud Platform at httg page and download the latest

page during the upgra grade may fail.

system upgrade file. Then, perform th jocally. Do not close or refr

Note: The file name cannot contain any Chinese or full-width character. Before the upgrade, verify that the tar sion matches the device model

Version Info

Online Upgrade

Recommended Version

Local Upgrade

ownload Download Link: https://secloud

Import CEYES  Upgrade Now

® Online upgrade

O Note

® The firewall must be connected to the Internet.

® When the current version information about the firewall exists on Ruijie Secure Cloud Platform and a new
version is available, online upgrade of the device system can be performed on the firewall web UI.

On the firewall web Ul, choose System > System Maintenance > System Upgrade. On the page that is

displayed, click Upgrade Now to perform online upgrade.

I System Upgrade

You can perform an upgrade online or visit Ruijie Secure Cloud Platform at ud.ruljie.com.cn On the platform, access the Software

rade locally. Do not close or refresh this page during the upgrade

Version page and download the latest system upgrade file. Then, perform t
process. Otherwise, the upgrade may fall.

Note: The file name cannot contain any Chinese or full-width character, Before the upgrade, verify that the target version matches the device model.

Version Info

Version Rollback

Version Rollback

Online Upgrade
Recommended Version
Local Upgrade

Download Download Link:htt,

Import LIS Upgrade Now

2.2.9 Patch Installation
When a patch in the system is not installed, an alarm is displayed on the home page. When more than 20 patch
packages need to be installed, you are advised to upgrade the software version.
® Online patch installation
a Login to the firewall web Ul and choose System > System Maintenance > Patch Installation.

b  Toggle on Auto Upgrade under Online Upgrade. The system automatically installs the patch packages.

14
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A\ Caution

Online upgrade is successful only when the firewall can properly communicate with Ruijie Secure Cloud
Platform.

I Patch Installation

(D You can perform an upgrade online or visit Ruijie Secure Cloud Platform at https://secloudi.ruijie.com.cn On the platform, access the Version Upgrade page and download
the latest patch file. Then, install the patch locally to complete the upgrade. Do not close or refresh this page during the upgrade process. Otherwise, the upgrade may fail.
Note: The file name cannot contain any Chinese or full-width character. Before the upgrade, verify that the target version matches the device model.

Online Upgrade (New patches will be installed at the specific time point. Some patches do net support automatic upgrade and require manual upgrade.)
Patch Info Sync Daily 05 Hour | 37 Minute

Auto Upgrade DA&H this function is enabled, new patches that support automatic upgrade are automatically installed.)

Local Upgrade

Download Download Link:https://secloud.ruijie.com.cn

Import Browse Upgrade

Q Refresh

Descript
No. Patch Name system.upgradeType Release Date ion H Source Status Installation Time

No Data

® Offline patch installation

a Login to Ruijie Secure Cloud Platform, choose Version Management > Software Version
Management > Patch Info, and download the latest patch upgrade file to the local device.

Signature Library Ve.. v

ProductType Mol SottvarsVorsion 3 Verson N
)

R © Piass at s 3upperied s Lygrace based o “Sepporied Soflaare Ve

ﬁ No.  FileMame Version Number Version Description  releasaTime File Size (MB) wos Model Software Version Hadwere Version Operation

b  Log in to the firewall and choose System > System Maintenance > Patch Installation.

¢ Inthe Local Upgrade area, click Browse and select a patch file.
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I Patch Installation

(D You can perform an upgrade online or visit Ruijie Secure Cloud Platform at https://secloud1.ruijie.com.cn On the platform, access the Version Upgrade page and
download the latest patch file. Then, install the patch locally to complete the upgrade. Do not close or refresh this page during the upgrade process. Otherwise, the
upgrade may fail. Note: The file name cannot contain any Chinese or full-width character. Before the upgrade, verify that the target version matches the device model.

Online Upgrade (New patches will be installed at the specific time point. Some patches do not support automatic upgrade and require manual upgrade.)
Patch Info Sync Daily 05 Hour | 37 Minute

Auto Upgrade @) (After this function is enabled, new patches that support automatic upgrade are automatically installed.)

Local Upgrade

Download Download Link:https://secloud.ruijie.com.cn

Import Upgrade

Q Refresh

Descript

No. Patch Name system.upgradeType Release Date ion Source Status Installation Time

No Data

d Click Upgrade to start system upgrade.

O nNote

Device restart is not required after successful hot patch installation, but is required for successful cold

patch installation. Select whether to restart the device based on actual needs.

2.2.10 License Activation

® License binding
(1)} Confirm that the current user possesses the permission on the Authorization Management menu.

(2} Log in to Ruijie Secure Cloud Platform. Choose Authorization Management > Authorization Activation.
On the page that is displayed, click License Activation. In the License Generation dialog box that is

displayed, bind licenses using one of the following methods:
o Manually add the device SN and license code.

Click Manual Input, enter the device SN and license code, and click Generate License File.

License Generation

@ Once a sosnse e i generated, he vally Desiod begin: ACIVaLE e KCEnse on he Gice 35 5000 35 POSSile

Batch Impart

Device SN

License Coda @ Add Licenss Code

B L ——

o Batch import device SNs and license codes.
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Click Batch Import, download a template, enter the device SNs and license codes in the template file in

the correct format, upload the file, and click Generate License File.

License Generation

Once a license file s generated, the validity period begins. Activate the license
on the device as soon as possible.

Manual Input | @ Batch Import

Download Template

Import | Sele

® Offline activation

(1) Log in to Ruijie Secure Cloud Platform and bind the device SN to the license code. On the Device
Authorization page, find the desired item in the license list, and click Download in the Operation column

to download the license file.

Device Authorization

° License Activation

License List

& Batch Download License Name  Select license name. License Status ~ Select a license License Type = Select a license fype

I a submitted license code is not shown in the list Refresh the page
Enter a device SN or license name

No. License Code License Name Device SN License Status License Type License Validity Period Activation Time Operation

No Data

(2) On the firewall web Ul, choose System > System Config > Authorization Management and click Activate
Manually to upload the license file for offline license activation. For details, see 2.3.2 Manual Activation.
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Ruijie GHome  ©Monitor  ©Network &

3 System

I Authorization Management

License Config

@ 2 device, register on and log in to Rufjie Secure Cloud Platform atht
atform is used for activating and changing device licenses andrmust

2. Select an activation mode based on device connection status.For threat intelligence, only online activation is supported.

com.cn. On the platform, access the Device Authorization page, and generate a license file, The

Authorization Mansgement Activate Online You can choose to perform manual activation.
Activate N
[B) Signature Library Upgrade Device SN:MACC932672666 Copy
License Info How to Obtain License

[ Performance License

3G/36

Available Performance:3G(Basic Performance:1G +Added New Performance:2G; Performance to Be Added:0G
[ SSL VPN License

Max. Concurrent License Sessions25(25 concurrent free license sessions + 0 concurrent purchased license sessions)

& Security Capability License

No. Security Capability Name Description License Type Status
It provides upgrade services for app id ted (Expiry Time:2024-03-
1 App Identification (APP) P Pd i (Expiry

entification signature libraries.

§ ) It provides upgrade services for IPS sig . Actvared (Expiry Time:2024-03-
2 Intrusion Prevention (IPS}
nature libraries. o7

® Online activation

After the firewall is connected to the Internet, choose System > System Config > Authorization Management
on the firewall web Ul to perform online activation. For details, see 2.3.1 Automatic Activation.

Ruijie @ He @ Monito Netwo =3

3 System

I Authorization Management

License Config

g 2 device, register on and log in to Ruijie Secure Cloud Platform athttpsy//secloud1.n
latform is used for activating and changing device licenses andmust be kept confiden

om.cn. On the platform, access the Device Authorization page, and generate a license file. The

2. Select an activation mode based on device connection status For threat intelligence, only online activation is supported.

Authorization Management Activate Online You can choose to perform manual activation.

Activate Manually

Device SN:MACC932672666 Copy

License Info How to Obtain License

[ Performance License

3G/36

Available Performance:3G(Basic Performancer1G+Added New Performancei2G)  Performance to Be Added:0G
[ SSLVPN License

Max. Concurrent License Sessions25(25 concurrent free license sessions + O concurrent purchased license sessions)

2.3 License Activation Methods

Two license activation methods are available: automatic activation and manual activation.

A\ Caution

The threat intelligence function supports online license activation only.

2.3.1 Automatic Activation

Application Scenario
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When the device is connected to the Internet, you can use the automatic activation method to perform online
activation in real time.

Prerequisites

® Automatic activation is supported only when the license code is within the validity period. If the license code
has expired (obtaining the validity period in the license file), contact the technical support personnel.

® You have performed the following operations: Log in to Ruijie Secure Cloud Platform
(https://secloudl.ruijie.com.cn) and choose Authorization Management > Authorization Activation. On

the page that is displayed, click License Activation and generate a license file.

License Generation

© Once a license file is generated, the validity period begins. Activate the license on the device s soon as possible.

Batch Import

*Device SN Enter the device S

* License Code | Enter the license code © Add License Code

W Generate License Fiie | [0S

Procedure
(1} Log in to the firewall web Ul and choose System > System Config > Authorization Management.

(2) Click Activate Now.

Ruijie | z e & System
I Authorization Management

License Config

1. Before activating a device, register on and log in to Ruijie Secure Cloud Platform athttpsy//secloud .ruijie.com.cn. On the platform, access the Device Authorization page, and generate a license file. The
account of this platform s used for activating and changing device licenses andmust be kept confidential.)

2. Select an activation mode based on device connection status For threat intelligence, only online activation is supported.

Authorization Management Activate Online You can choose to perform manual activation.

Activate Now Activate Manually

Device SN:MACC932672666 Copy

License Info How to Obtain License

[l Performance License

3G/36

Available Performance:3G(Basic Performance:1G +Added New Performancei2G)  Performance to Be Addedi0G
[ SSL VPN License

Max. Concurrent License Sessions25(25 concurrent free license sessions + 0 concurrent purchased license sessions)

O Note

NTOS1.0R1P1 and later versions support automatic license activation after the device is connected to the
Internet. After the device SN and license code are bound on Ruijie Secure Cloud Platform, you do not need to
click Activate Now on the firewall web Ul.
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2.3.2 Manual Activation

Application Scenario

When the device is not connected to the Internet, you can use the manual activation method to manually upload
a license file for activation.

Prerequisites

You have performed the following operations: Log in to Ruijie Secure Cloud Platform
(https://secloud1.ruijie.com.cn) and choose Authorization Management > Authorization Activation. On the

page that is displayed, click License Activation and generate a license file.

License Generation

© once a license file is generaled, the validily period begins. Activate ihe license on the device as 500N as possible.

© Manual Input Batch Import

No.1 “Device SN Enter the device SN

5

“License Code  Enter the license code. @ Add License Code

#)| © Add Device SN and Authorization Code

7 I cancel

In the dialog box, click Download License File to save the license file to the local device.

Generation succeeded. X

QGeneration succeeded.
A license file is generated. Activate the licenses on the
device as soon as possible. (For threat intelligence, only
online activation is supported.)

Download License File Got It

Procedure
(1) Log in to the firewall web Ul and choose System > System Config > Authorization Management.

(2} Click Activate Manually. The Manual License Activation Procedure dialog box is displayed.
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Manual License Activation Procedure ®

1. Obtain Device Info

Click Copy to obtain the device SN and use it on the cloud platform to generate a license file.

Device SN:MACC93 Copy

2. Export License File

Visit Ruijie Secure Cloud Platform athttps://secloud1.ruijie.com.cnOn the platform, access the Device
Authorization page, and click Activate License. Then, enter the device SN obtained in step 1 and the license code
you have purchased, and export the license file.

Ruijie Secure Cloud Platform

3. Import License File

Import the license file obtained in step 2 and click Activate to complete the authorization.

Upload Browse

Disable

(3) Copy the device SN and log in to Ruijie Secure Cloud Platform to export the license file.
(4) Click Browse under Import License File and import the downloaded license file.

(5) Click Activate to activate the license.

Follow-up Procedure

After license activation, check the license activation status on the page.

3 Precautions for License Activation

Before using the license activation function, pay attention to the following points:

® After license activation, ensure that DNS is correctly configured for the firewall and the firewall is properly
connected to the Internet.

® Before license activation, log in to Ruijie Secure Cloud Platform (https://secloud1.ruijie.com.cn) and choose

Authorization Management > Authorization Activation. On the page that is displayed, click License
Activation and generate a license file. (The account of Ruijie Secure Cloud Platform is used to activate and

change licenses. Please properly keep account information.)
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Reqgister a cloud
platform user

:

Generate a
license
l The cloud platform automatically generates an
industry license.
AcT_ivate the Signature library and performance licenses can
icense

be generated after the device SN and license

Ndded on the cloud platform.

Online activation Offline activation

Log in to the firewall and click Activate Now
on the Authorization Management page to
complete device authorization.

Log in to the firewall, click Activate Manually on
the Authorization Management page, and
import the license file to complete device
authorization.

® Automatic activation is supported only when the license code is within the validity period. If the license code
has expired (obtaining the validity period in the license file), contact the technical support personnel.
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