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Preface 

Intended Audience 

This document is intended for:  

 Network engineers 

 Technical support and servicing engineers 

 Network administrators 

Technical Support 

 Official website of Ruijie Reyee: https://www.ruijienetworks.com/products/reyee 

 Technical Support Website: https://ruijienetworks.com/support 

 Case Portal: https://caseportal.ruijienetworks.com 

 Community: https://community.ruijienetworks.com 

 Technical Support Email: service_rj@ruijienetworks.com 

Conventions 

1. GUI Symbols 

Interface symbol Description Example 

Boldface 

1. Button names 

2. Window names, tab name, field name 

and menu items 

3. Link  

1. Click OK. 

2. Select Config Wizard. 

3. Click the Download File link. 

> Multi-level menus items Choose System > Time. 

 

2. Signs 

The signs used in this document are described as follows: 

 Danger 

An alert that calls attention to safety operation instructions that if not understood or followed when operating 

the device can result in physical injury. 

 

 Warning 

An alert that calls attention to important rules and information that if not understood or followed can result in 

data loss or equipment damage. 

 

 Caution 

An alert that calls attention to essential information that if not understood or followed can result in function 

failure or performance degradation. 

 

https://www.ruijienetworks.com/products/reyee
https://ruijienetworks.com/support
https://caseportal.ruijienetworks.com/
https://community.ruijienetworks.com/
mailto:service_rj@ruijienetworks.com


 

II 

 Note 

An alert that contains additional or supplementary information that if not understood or followed will not lead to 

serious consequences. 

 

 Specification 

An alert that contains a description of product or version support. 

 

3. Note 

This manual introduces the features of the product and offers guidance on configuration and testing. 
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1 Authorization Service Overview 

After purchasing a device, you can use the basic functions of the device. To use value-added functions or expand 

device resources due to service expansion, you can purchase the corresponding function or resource licenses. 

License-based authorization can effectively lower costs. You can import licenses based on actual needs to obtain 

custom functions. 

License Description 

RG-WALL 1600-Z3200-S-1G-LIC 

Performance expansion license for the RG-WALL 1600-Z3200-S cloud-

managed firewall: One license provides expansion of 1 Gbps network 

throughput. For each device, up to two licenses can be added to 

achieve 3 Gbps network throughput. 

RG-WALL 1600-Z3200-S-LIS-M-1Y 

Four-in-one license for the firewall: One license provides one-year 

upgrade services for intrusion prevention (IPS), antivirus (AV), app 

identification (APP), and URL signature libraries. 

RG-WALL 1600-Z3200-S-LIS-E-1Y 

Five-in-one license for the firewall: One license provides one-year 

upgrade services for IPS, AV, APP, and URL signature libraries and one-

year threat intelligence services. 

 

2 Ruijie Secure Cloud Platform 

2.1   Overview 

As the supporting platform for the Z-S series firewall, Ruijie Secure Cloud Platform provides the following 

functions: license activation, license change, version upgrade, patch installation, and security signature library 

upgrade. 

2.2   Operations on Ruijie Secure Cloud Platform 

2.2.1  User Registration and Login 

(1)  Register a user. 

 Note 

When registering a user, you need to bind the user to a device SN. Ensure that the device SN exists in the order 

system (that is, the device has been properly delivered). 

 

a  Enter https://secloud1.ruijie.com.cn in the browser and press Enter. 

b  Click Register to access the registration page. 

https://secloud1.ruijie.com.cn/
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c  Enter the required user information to complete registration. 

 

 

(2)  Log in to the platform. 

Visit https://secloud1.ruijie.com.cn to access the login page. 

Click Login on the home page. 

 

https://secloud1.ruijie.com.cn/
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(3)  Modify personal information. 

a  Change the password. 

Click the login username in the upper right corner of the page and select Personal Center from the drop-

down list box. Click Revise to change the login password of the current user. 

 

 

b  Modify the email address. 

Click the login username in the upper right corner of the page and select Personal Center from the drop-

down list box to view the bound email address. Click Revise to modify the email address bound to the current 

user. 
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2.2.2  App Identification Signature Library Upgrade 

Prerequisites 

The App Identification (APP) license has been activated for the firewall and the license is within the validity 

period. 

Procedure 

 Offline upgrade 

(1)  Download a version file for the app identification signature library. 

a  Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management 

menu. 

b  Choose Version Management > Signature Library Version > App Identification Signature Library, 

find the applicable version, and click Download in the Operation column to download the version file to 

the local device. 

 

 

(2)  After the version file is downloaded, choose System > Signature Library Upgrade on the firewall web UI to 

upgrade the app identification signature library in offline mode (local upgrade). 
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 Online upgrade 

 Note 

 The firewall must be connected to the Internet. 

 When the current version information about the app identification signature library of the firewall exists on 

Ruijie Secure Cloud Platform and a new version is available, online upgrade of the app identification 

signature library can be performed on the firewall web UI. 

 

On the firewall web UI, choose System > Signature Library Upgrade. On the page that is displayed, find App 

Identification Signature Library, and upgrade the app identification signature library in online mode. 

 

 

2.2.3  IPS Signature Library Upgrade 

Prerequisites 
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The Intrusion Prevention (IPS) license has been activated for the firewall and the license is within the validity 

period. 

Procedure 

 Offline upgrade 

(1)  Download a version file for the IPS signature library. 

a  Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management 

menu. 

b  Choose Version Management > Signature Library Version > Intrusion Prevention Signature 

Library, find the applicable version, and click Download in the Operation column to download the 

version file to the local device. 

 

 

(2)  After the version file is downloaded, choose System > Signature Library Upgrade on the firewall web UI to 

upgrade the IPS signature library in offline mode (local upgrade). 

 

 

 Online upgrade 

 Note 

 The firewall must be connected to the Internet. 
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 When the current version information about the signature library of the firewall exists on Ruijie Secure 

Cloud Platform and a new version is available, online upgrade of the IPS signature library can be performed 

on the firewall web UI. 

 

On the firewall web UI, choose System > Signature Library Upgrade. On the page that is displayed, find 

Intrusion Prevention Signature Library, and upgrade the IPS signature library in online mode. 

 

 

2.2.4  Virus Protection Signature Library (Quick Scan) Upgrade 

Prerequisites 

The Antivirus (AV) license has been activated for the firewall and the license is within the validity period. 

Procedure 

 Offline upgrade 

(1)  Download the version file for the virus protection signature library (quick scan). 

a  Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management 

menu. 

b  Choose Version Management > Signature Library Version > Virus Protection Signature Library 

(Quick Scan), find the applicable version, and click Download in the Operation column to download 

the version file to the local device. 
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(2)  After the version file is downloaded, choose System > Signature Library Upgrade on the firewall web UI, 

find Virus Protection Signature Library (Quick Scan), and click Local Upgrade to perform offline upgrade. 

 

 

 Online upgrade 

 Note 

 The firewall must be connected to the Internet. 

 When the current version information about the signature library of the firewall exists on Ruijie Secure 

Cloud Platform and a new version is available, online upgrade of the virus protection signature library (quick 

scan) can be performed on the firewall web UI. 

 

On the firewall web UI, choose System > Signature Library Upgrade. On the page that is displayed, find Virus 

Protection Signature Library (Quick Scan), and click Online Upgrade to perform online upgrade. 

 

 

2.2.5  Virus Protection Signature Library (Deep Scan) Upgrade 

Prerequisites 

The Antivirus (AV) license has been activated for the firewall and the license is within the validity period. 
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Procedure 

 Offline upgrade 

(1)  Download the version file for the virus protection signature library (deep scan). 

a  Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management 

menu. 

b  Choose Version Management > Signature Library Version > Virus Protection Signature Library 

(Deep Scan), find the applicable version, and click Download in the Operation column to download the 

version file to the local device. 

 

 

(2)  After the version file is downloaded, choose System > Signature Library Upgrade on the firewall web UI, 

find Virus Protection Signature Library (Deep Scan), and click Local Upgrade to perform offline upgrade. 

 

 

 Online upgrade 

 Note 

 The firewall must be connected to the Internet. 

 When the current version information about the signature library of the firewall exists on Ruijie Secure 

Cloud Platform and a new version is available, online upgrade of the virus protection signature library (deep 

scan) can be performed on the firewall web UI. 

 

On the firewall web UI, choose System > Signature Library Upgrade. On the page that is displayed, find Virus 

Protection Signature Library (Deep Scan), and click Online Upgrade to perform online upgrade. 
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2.2.6  URL Signature Library Upgrade 

Prerequisites 

The URL filtering license has been activated for the firewall and the license is within the validity period. 

Procedure 

 Offline upgrade 

(1)  Download the version file for the URL signature library. 

a  Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management 

menu. 

b  Choose Version Management > Signature Library Version > URL Signature Library, find the 

applicable version, and click Download in the Operation column to download the version file to the local 

device. 

 

 

(2)  After the version file is downloaded, choose System > Signature Library Upgrade on the firewall web UI, 

find URL Signature Library, and click Local Upgrade to perform offline upgrade. 
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 Online upgrade 

 Note 

 The firewall must be connected to the Internet. 

 When the current version information about the signature library of the firewall exists on Ruijie Secure 

Cloud Platform and a new version is available, online upgrade of the URL signature library can be 

performed on the firewall web UI. 

 

On the firewall web UI, choose System > Signature Library Upgrade. On the page that is displayed, find URL 

Signature Library, and click Online Upgrade to perform online upgrade. 

 

 

2.2.7  Threat Intelligence Library Upgrade 

Prerequisites 

The Threat Intelligence (TI) license has been activated for the firewall and the license is within the validity period. 
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Procedure 

 Offline upgrade 

(1)  Download a version file for the threat intelligence library. 

a  Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management 

menu. 

b  Choose Version Management > Signature Library Version > Threat Intelligence Signature Library, 

find the applicable version, and click Download in the Operation column to download the version file to 

the local device. 

 

 

(2)  After the version file is downloaded, choose System > Signature Library Upgrade on the firewall web UI, 

find Threat Intelligence Signature Library, and click Local Upgrade to upload the version file for the 

upgrade. 

 

 

 Online upgrade 

 Note 

 The firewall must be connected to the Internet. 
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 When the current version information about the signature library of the firewall exists on Ruijie Secure 

Cloud Platform and a new version is available, online upgrade of the threat intelligence library can be 

performed on the firewall web UI. 

 

On the firewall web UI, choose System > Signature Library Upgrade. On the page that is displayed, find 

Threat Intelligence Signature Library, and click Online Upgrade to perform online upgrade. 

 

 

2.2.8  System Upgrade 

 Offline upgrade 

 Download a version file. 

a  Confirm that the current user possesses the permission on the Version Management menu. 

b  Log in to Ruijie Secure Cloud Platform. Choose Version Management > Software Version 

Management > Version Info, find the applicable version, and click Download in the Operation column 

to download the version file to the local device. 

 

 

 After the version file is downloaded, choose System > System Maintenance > System Upgrade on the 

firewall web UI, upload the version file, and perform offline upgrade (local upgrade) of the device system. 
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 Online upgrade 

 Note 

 The firewall must be connected to the Internet. 

 When the current version information about the firewall exists on Ruijie Secure Cloud Platform and a new 

version is available, online upgrade of the device system can be performed on the firewall web UI. 

 

On the firewall web UI, choose System > System Maintenance > System Upgrade. On the page that is 

displayed, click Upgrade Now to perform online upgrade. 

 

 

2.2.9  Patch Installation 

When a patch in the system is not installed, an alarm is displayed on the home page. When more than 20 patch 

packages need to be installed, you are advised to upgrade the software version. 

 Online patch installation 

a  Log in to the firewall web UI and choose System > System Maintenance > Patch Installation. 

b  Toggle on Auto Upgrade under Online Upgrade. The system automatically installs the patch packages. 
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 Caution 

Online upgrade is successful only when the firewall can properly communicate with Ruijie Secure Cloud 

Platform. 

 

 

 

 Offline patch installation 

a  Log in to Ruijie Secure Cloud Platform, choose Version Management > Software Version 

Management > Patch Info, and download the latest patch upgrade file to the local device. 

 

 

b  Log in to the firewall and choose System > System Maintenance > Patch Installation. 

c  In the Local Upgrade area, click Browse and select a patch file. 
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d  Click Upgrade to start system upgrade. 

 Note 

Device restart is not required after successful hot patch installation, but is required for successful cold 

patch installation. Select whether to restart the device based on actual needs. 

 

2.2.10  License Activation 

 License binding 

 Confirm that the current user possesses the permission on the Authorization Management menu. 

 Log in to Ruijie Secure Cloud Platform. Choose Authorization Management > Authorization Activation. 

On the page that is displayed, click License Activation. In the License Generation dialog box that is 

displayed, bind licenses using one of the following methods: 

○ Manually add the device SN and license code. 

Click Manual Input, enter the device SN and license code, and click Generate License File. 

  

 

○ Batch import device SNs and license codes. 
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Click Batch Import, download a template, enter the device SNs and license codes in the template file in 

the correct format, upload the file, and click Generate License File. 

 

 

 Offline activation 

(1) Log in to Ruijie Secure Cloud Platform and bind the device SN to the license code. On the Device 

Authorization page, find the desired item in the license list, and click Download in the Operation column 

to download the license file. 

 

 

(2) On the firewall web UI, choose System > System Config > Authorization Management and click Activate 

Manually to upload the license file for offline license activation. For details, see 2.3.2  Manual Activation. 
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 Online activation 

After the firewall is connected to the Internet, choose System > System Config > Authorization Management 

on the firewall web UI to perform online activation. For details, see 2.3.1  Automatic Activation. 

.  

 

2.3   License Activation Methods 

Two license activation methods are available: automatic activation and manual activation. 

 Caution 

The threat intelligence function supports online license activation only. 

 

2.3.1  Automatic Activation 

Application Scenario 
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When the device is connected to the Internet, you can use the automatic activation method to perform online 

activation in real time. 

Prerequisites 

 Automatic activation is supported only when the license code is within the validity period. If the license code 

has expired (obtaining the validity period in the license file), contact the technical support personnel. 

 You have performed the following operations: Log in to Ruijie Secure Cloud Platform 

(https://secloud1.ruijie.com.cn) and choose Authorization Management > Authorization Activation. On 

the page that is displayed, click License Activation and generate a license file. 

 

 

Procedure 

 Log in to the firewall web UI and choose System > System Config > Authorization Management. 

 Click Activate Now. 

 

 

 Note 

NTOS1.0R1P1 and later versions support automatic license activation after the device is connected to the 

Internet. After the device SN and license code are bound on Ruijie Secure Cloud Platform, you do not need to 

click Activate Now on the firewall web UI. 

 

https://secloud1.ruijie.com.cn/
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2.3.2  Manual Activation 

Application Scenario 

When the device is not connected to the Internet, you can use the manual activation method to manually upload 

a license file for activation. 

Prerequisites 

You have performed the following operations: Log in to Ruijie Secure Cloud Platform 

(https://secloud1.ruijie.com.cn) and choose Authorization Management > Authorization Activation. On the 

page that is displayed, click License Activation and generate a license file. 

 

 

In the dialog box, click Download License File to save the license file to the local device. 

 

 

Procedure 

 Log in to the firewall web UI and choose System > System Config > Authorization Management. 

 Click Activate Manually. The Manual License Activation Procedure dialog box is displayed. 

https://secloud1.ruijie.com.cn/
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 Copy the device SN and log in to Ruijie Secure Cloud Platform to export the license file. 

 Click Browse under Import License File and import the downloaded license file. 

 Click Activate to activate the license. 

Follow-up Procedure 

After license activation, check the license activation status on the page. 

3 Precautions for License Activation 

Before using the license activation function, pay attention to the following points: 

 After license activation, ensure that DNS is correctly configured for the firewall and the firewall is properly 

connected to the Internet. 

 Before license activation, log in to Ruijie Secure Cloud Platform (https://secloud1.ruijie.com.cn) and choose 

Authorization Management > Authorization Activation. On the page that is displayed, click License 

Activation and generate a license file. (The account of Ruijie Secure Cloud Platform is used to activate and 

change licenses. Please properly keep account information.) 

https://secloud1.ruijie.com.cn/
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 Automatic activation is supported only when the license code is within the validity period. If the license code 

has expired (obtaining the validity period in the license file), contact the technical support personnel. 
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